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> _KPAYCC

Cunabyc HaBYAIBHOI TUCIUILTIHA
«besreka nporpaM Ta JTaHuX»
OcaiTHRO-TIpOdecitiHa mporpaMa _«IHXKEHepis TPOrpaMHOro 3a0e3NCUCHHS

CremianpHicTh 121 «IHKeHepis mporpaMHOro 3a0e3eYeHHsD)

Tamy3s 3HaHB 12 «IHGOpMAITIHHI TEXHOIOTII

PiBens ocBiTH

®daxoBa mepe;] BUIIA OCBITa

OcBiTHBO-TIPOdeCiHHUI/
OCBITHIH CTYITiHb

®daxoBuit Monoamuii OakaiaBp

CraTtyc HaB4aJIbHOL Hopmarushna
JUCIIAILIIIHA
Cemectp Ha 6a3i [T3CO — 3 cemectp / Ha 6a3i B3CO — 5 cemectp

OO0Csr AMCUUTUTIHA (KPSIUTH
€KTC/3aranpHa KUIBKICT
TOJIAH)

4.5 xpenutn €KTC / 135 roaun

Moga BUKJIaJTaHHS

YkpaiHCchKa

OpuriHaNbHICTh HABYATBHOT
MACHUILIIHA

Hucuuniina «besneka mporpam Ta naHux» GopMmye B 3700yBadiB BHIIOI OCBITH
3MaTHICTh BHKOPHCTOBYBATH TEOPETHYHI 3HAHHS 1 NpaKTHUYHI HAaBUYKH IS
peaizanii KOMIUIEKCHOI CHCTEMH 3aXHCTY iH(popMallii y KOMIT FOTEPHUX CUCTEMaX
3a JOMOMOTOI0 CYYacHHX TEXHOJIOTiH, 3MIMCHIOBATH aHalli3 3aXWIIEHOCTI Ta
MOXIIMBHX PHU3UKIB JJIsI KOMIT'IOTEPHHX CHCTEM, ONTHMAIBHOTO PO3IOJILTY
HAasBHUX PECYPCIB JUIs MOOYIOBU 0araTOpPiBHEBOIO 3aXKUCTY iH(OpMAaIIii.

Mera HaBYAIIEHOT JUCIAILUIIHA

BuBueHHS TexHOIOTIH, METOIB Ta 3ac00iB 3aXHCTy iH(POpMAIIii Y KOMIT FOTEPHUX
cucreMax, HabyTTs KIIOYOBHX (aXxOBUX KOMIIETEHTHOCTEH, TEOPETHYHHUX 3HAHB 1
MPaKTUYHUX HABUYOK 3 TEXHOJOTIH 3axWcTy iHpOpMalii y KOMIT FOTepHUX
cucTeMax y pisHuX cdepax npodeciiiHol IisuIbHOCTI.

3ariaHoBaHi pe3yabTaTH
HaBYaHHS

3aranbHi KOMIIETEHTHOCTI

3KO01. 3patHicTh peanizyBaTd cBOi mpaBa i 00OB’SI3KH SIK WieHa CYCHIIBCTBA,
YCBIIOMITFOBATH  IIHHOCTI ~ TPOMAISHCHKOrO  (BUIBHOTO  JIEMOKPATHYHOTO)
CYCITIILCTBA Ta HEOOXiHICTh HOTO CTAJIOTO PO3BHUTKY, BEpXOBEHCTBA NpaBa, Mpas i
cBO0O1 JIFOIMHY 1 rpOMaIsIHUHA B YKpaiHi.

3K02. 3parHicTh 30epiraTé Ta TPUMHOXKYBATH MOpPabHI, KYJIBTypHi, HayKOBi
IHHOCTI 1 JIOCSATHEHHS CYCIIIJIbCTBA Ha OCHOBI pPO3yMiHHS icTopii Ta
3aKOHOMIPHOCTEH PO3BUTKY NIpPEAMETHOI o0acTi, 1 MICIS y 3arajibHiid cHUCTeMI
3HaHb NP0 MPUPOLY 1 CYCHIIBCTBO Ta Y PO3BUTKY CYCHIJIbCTBA, TEXHIKH 1
TEXHOJIOT1i, BUKOPHCTOBYBAaTH pi3HI BHIU Ta (HOPMHU PYyXOBOI aKTHBHOCTI IS
aKTHBHOTO BiJIIIOYMHKY Ta BEJICHHS 3JI0POBOTO CIIOCOOY JKUTTSL.

3K03. 3naTHiCTh CIUIKYBATHUCS JIEPKABHOK MOBOIO SIK YCHO, TaK 1 ITMCHMOBO.
3K06. 31atHicTh 10 MOMIyKy, 0OpoOJIeHHS Ta aHaIli3y 1HPOPMAIIiT 3 PI3HUX JPKEpe.
CrierianbHi (paxoBi) KOMIIETEHTHOCTI

CKO1. 31aTHICTh aNTOPUTMIYHO Ta JIOT1YHO MHUCIIHTH.

CKO02. 3narHicTh BIOCKOHAJIOBATH 3HAHHS i HABHYKH B ranmy3i iH(QopMariiHux
TEXHOJIOT1H Ta yCBIIOMJICHHS BayKJIMBOCTI HABYAHHS MPOTATOM YCHOTO KHUTTSI.
CKO7. 3naTHicTs po3po0siTH MOLYJIi 1 KOMIOHEHTH MPOTrPaMHOro 3a0e3eUeHHS 3a
JIOTIOMOT'O}0 THITOBUX QJITOPUTMIB T2 iHCTPYMEHTIB.

CKO08. 3pmartHicts 3abe3neuyBaTH iHGOpMaliiiHy Ta (YHKIIOHANbHY Oe3meKy




MPOTPaMHOrO 3a0e3MeYeHHs.

CK12. 3gatnicTs 3ailicHIOBAaTH OpraHizamiio poOoYnx MiCIb 3 ypaXyBaHHSIM BHMOT
OXOPOHM TIpami, iX TEXHIYHE OCHAMEHHS, PO3MIMEHHS KOMIT IOTEPHOTO
YCTaTKyBaHHS, BHUKOPWUCTAHHS OpTaHi3alliiHUX, TEXHIYHUX, aJTOPUTMIYHHX T4,
IHIIIMX METOJIIB 1 3aC00iB 3aXUCTY iH(popMaIlii.

[TporpamMHi pe3ynbTaTH HaBYaHHS/PE3yITbTaTH HABYAHHS

PH17. IIpoBoanuTy IHCTANAIII0 Ta HANAMTYBAaHHS CHCTEMHOTO Ta TMPUKIAIHOTO
MPOTPaMHOTO 3a0e3MeYeHHs, Y TOMY YHCII MPOrpaMHUX 3aco0iB 3axXUCTy
iHpopMallii 3 MeTOI0 peati3alii BCTAHOBICHOI MOJIITHKY iH(OpMaLiiHOI Oe3MeKy.

3anaHoBaHl 3HAHHS T4 BMIHHSA

3HaHHA OCHOBHHX IIOHSTH, METOMIB, 3ac00iB, MOJeNell Ta aNTOPUTMIB 3aXHCTY|
iH(hopMarii y KoM IOTEpHHUX CHCTEMaX;

YMiHHS:

1. BUTHHO OpIEHTYBAaTHUCS y CydYaCHHUX [IAXOAaX, TEXHOJOTisAX 1
IHCTpyMeHTapii 3axucTy iHhopMaIlii y KOMI FOTEPHUX CHCTEMAaX;

2. 3IIHACHIOBATH OILIIHKY HasBHUX PECYpCIiB Ta peai3oByBaTH KOMIUIEKCHUX

3axucT iHpopMalii y KOMII IOTEpHUX CHCTEMAaX, BUKOPHUCTOBYIOUM CHMETPUYHI Ta
ACHMETPUYHI alropuTMH InudpyBaHHS, IU(POBUH miamuc, 3AiIHCHIOBATH
po3MOAIN Ta YHOpaBNiHHS KPHUNTOKIOYAMH, 3aCTOCOBYBaTH IPOrpPaMHE
3a0e3redYeHHs Ta TEXHIYHI 3ac00H ISl BUSBICHHS BTOPTHEHb;

3. peamizoByBaTH OaraTopiBHEBUH 3axHCT iH(pOpMAIll y KOMIT IOTEPHHUX
CHUCTEeMax Ta 3[IHCHIOBATH YIPaBIiHHS 3ac00aMu 3aXUCTy iHpopMaIlii.

HaBuanpHa norictuka

Pozgin 1. besneka B iHQopMaIlifHUX cucTeMax
Temu posminy 1. Ilomsarrs 3axucry iHdopmarii Ta iHQoOpMamiifHOT Oe3meKw.

[ndopmariiitna 6e3mneka nep>kaBu. [IOHATTSI aBTOPCHKOTO MpaBa. 3aXUCT aBTOPCHKUX
npaB. [loHATTsT KoMm’ toTepHOTO miparcTBa. [IoHATTS TuiariaTy. 3araqbHHUNA OTJIISI
MIPOTPaMHOr0 3a0e3MeUYeHHs IPU3HAYCHOr0 IS BUSIBJICHHS IUIariaTy.

Pozgin 2. Texnomorii 3axucty iHopmarii

Temu posminy 2. Indopmarmiiina Oe3neka B COIAJbHUX MeEpekax. 3axUCT|

€JIEKTPOHHOT MOIITH Ta BJIACHUX aKayHTIB Mia dac poboTH B Mepexi. XMapHi
cxopuma panux. Cepsic Google Juck. IloHsTTS mapomo, OCHOBHI 3acobu
30epe)KeHHsI Ta JOCTYIy JO MapoliB, MpaBWia pPoOOTH 3 MAapoOIsIMHU. 3aXUCT
iHpopMalii 3aco0aMu omepamiiHuX CHCTEM. 3aXHCT KOMIT IOTEPHHX MEpekK Ta
MIepCOHAEHUX KOMIT FOTepiB 3a jgonoMororo opannamayepa (Firewall).

Pozzin 3. Buau mikiummBoro mporpaMHoro 3ade3nedeHHs

Temu pozminy 3. 3arpo3u st MOOLIBHUX MPUCTPOiB. OCHOBHI THUIIH Ta 3arajbHUN
OTJISA]] CyYaCHHUX KOMIT IOTEpHUX BipyciB. beaneka enekTpoHHHX (iHAHCIB.

Pozgin 4. Kpunrorpadis. Meronu mmdpyBaHHs

Temu pozniny 4. Kpunrorpadiuauii Buz 3axucty inpopmarii. 3aco0u 3aiiicHeHHS
mmdpyBanHs iHpopmarii. Tpaaumiiiai mUpU 3 CHMETPUYHUM Ta ACHMETPHUYHUM

KITIOUEM.
[IpepeksizuTu «OrniepartiifHi CHCTEMI»
[TocTpeksizuTu «HaBuyaspHa IpakTHKay

PexoMen10BaH1 HaBYAJIHHO-
METOINYHI MaTepiau st
BUBYEHHS HaBYAJIHHOI
JUCLUILIIHA

1. B.JL bypsuok, P.B. Kupuuok, I1.M. Cxnanananit «OcHOBH iHpOpMaIiifHOT
Ta KibepHeTnaHoi 6e3nexm» - Kuis 2019

2. Topbenko B. I, Jlicusak A. O. besneka mporpaM Ta AaHuX : HaBYaJIbHHUN
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4. OcHoBu iHpopmauiiiHoi Oe3nexu : HaBd. nociOHuk / B. b. Bummns, O. C.
Iaspum, E. B. Pmwxkkos. /{Hinpo : JIHinmpomn. nepk. yH-T BHyTpimI. cipas, 2020. ©
40/03-65 128 c.

5. Inadopwmariiina 6e3neka : HaBd. moci6. / 0. 5. bobaio [Ta iu.] ; 3a 3ar. pen. a-
pa texH. Hayk, npod. 0. 5. Bobana Ta n-pa texH. Hayk, gou. I. B. I'opbaroro ;
Harm. yu-t "JIbBiB. momitexnika". - JIbBiB : Bua-so JIbBiB. momitexniku, 2019. —
573c.

6. Kpunrorpadis Bix icTopii 10 Cy4acHHX CTaHAapTiB: HaBu.nociOHuk / . JI.
Ko3ina. — 3anopixoks : HY «3amopizbka nomitexnikay, 2020. — 192 c.

7.  bonpmapenko O.0., JlactoBeupkwit B.B., [Tunumayk O.11., Illecronanos €.A.
Indopmatuka [Pozain 1. [Iporpamue 3abe3neuenHs Ta iHpopmariiina Oesmneka) -
Xapkis: Bugasauireo «PAHOKY, 2022

8. Bbonnapenko O.0., JlacroBeupkuii B.B., [Tumumuyk O.I1., [llecronanos €.A
Indopmatuka [Pozmin 1. KomyBanus manux Ta anapartHe 3abe3nedeHHs | - XapKiB:
Bunpasuunrso «PAHOKy, 2021

MarepiaapHO-TEXHITHE
3a0€3neYCHHS

MynbsTHMeniiHe 00agHaHHS , KOMIT I0TEpHA JJabopaTopist

CemMecTpoBUi KOHTPOIIb,
KpUTEpii OIIHFOBAaHHS

1. IloTouHMIT KOHTPOIH PE3yIbTATIB HABYAIHHOI MisITBHOCTI 3100yBadiB haxoBoi
TIePEIBUIIIOI OCBITH:

- po0OTH Ha ayTUTOPHUX 3aHATTAX (IiArOTOBKA JOMOBIICH, BIIMOBIII Ha
TEOPETUYHI MUTAHHS, BAKOHAHHS Ta 3aXKCT JIAOOPAaTOPHUX POOIT);

- pe3ynbTaTiB BUKOHAHHS 3aBlIaHb CAaMOCTIHHOI poOOTH 3700yBada
(haxoBo1 mepeABUIIOT OCBITH.

- KonTtpone mocarHensr 3m00yBaviB  (axoBOi TEpeNBUINOI OCBITH
3MIACHIOETBCST 32 JOMOMOTOK MpO30puXx mponenyp. JocsarHyTuil piBeHb
KOMITCTCHTHOCTEH BIJIHOCHO OYIKyBaHHMX, IO iJeHTH(IKOBaHMN IIiJ dac
KOHTPOJIBHUX 3aXO[liB, BiJOOpakae peallbHUI pe3yiabTaT HaBYaHHS 3700yBada 3a
JUCLUILTIHOIO.

2. IlincymMKoBUIT KOHTPOJIb Pe3ybTaTiB HAaBYAIBHOI IiSUTBHOCTI 3M100yBadiB y
(hopMi ex3ameny.

— O1iHKa «BIAMIHHO» BUCTABIIAETHCS 34 IVIMOOKI 3HAHHS HABUYAJILHOTO
Martepiaqy 3 JAUCHUIUIIHM, 10 MICTHTBCS B OCHOBHHMX 1 J0OJaTKOBUX
PEKOMEHIOBaHUX JITepaTypHHUX JKEpenaX, BMiHHS YiTKO, JAKOHIYHO, JIOTIYHO
MIOCIIZIOBHO BIAMOBIIaTH HAa TIOCTaBJICHI IWTaHHS, BMIiHHS 3aCTOCOBYBATH
TEOPETHYHI TOJIOKEHHS TPH PO3B’SI3YBaHHI MPAKTUYHHUX 3a/ad, y3araJbHIOBATH
OMAaHOBaHWI MaTepian, CaMOCTIHHO KOpPHCTyBaTHCS JhKepelnamu iH(opMariii,
MpUAMAaTH PillIeHHS;

- Orminka «7100pe» BHCTABISETbCS 3a MIl[HI 3HAHHA HaBYaJIbHOIO
MaTepiaiy, BKIOYal04YH aarOpUTMH, MOJIEN, AiarpaMu, apryMEeHTOBaHi BiIITOBii
Ha TIOCTaBJEHI NMUTaHHSA, BMIHHS 3aCTOCOBYBATH TEOPETHYHI IIOJIOKEHHS HpPU
pO3B’sI3aHHI TMPAaKTHYHMX 3a/1a4, BMIHHA aHAII3yBaTH I CHCTEMaTH3yBaTH
iHpOpMaIlil0, BUKOPHCTOBYBATH 3arajibHOBIIOMi JOKa3W i3 CaMOCTIHHOIO 1
MPaBUJILHOKO apTyMEHTAIIIEI0;

- OmiHKa «3a0BUIBHO» BHCTaBISETHCS 3@ IOCEpENHI  3HAHHSA
HaBYAIILHOTO MaTepianry, Majo apryMEeHTOBaHI BiAIOBimi, ciabke 3acTOCYBaHHS
TEOPETUYHHUX NOJIOKEHB MPH PO3B’sI3aHHI MIPAKTUYHUX 33/1aY;

— OrmiHKa «HE3a0BIIbHOY BUCTABISAETHCS 32 HE3HAHHS 3HAUYHOI YaCTHHU
HABYAJIBHOTO MaTepially, CYTTEBI MOMHIIKH Y BIAMOBIJAX HA MUTAHHS, HEBMIHHS
OpIEHTYBATUCSl TIPU PO3B’SA3aHHI MPaKTUYHUX 3a7a4, HE3HAHHS OCHOBHUX
($yHIaMEHTAIBHUX M10JIOKEHb.

IluxmoBa KoMicist

ITpodeciiiHo-Opi€HTOBAHUX AMCHUILIIH Ta MPOTPAMHOI0 3a0€31eUCHHS




